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Welcome
• Giacomo Collini

Director of Information Security @ King.com

Page 3



Chi Sono

Page 4

2002-2006       2006-2012       2014-…



Chi Sono

Page 5

2002-2006       2006-2012       2014-…

Karma

-100

-50

0

50

Ti/CAD
Online Gambling

King

Karma

Karma



About	
•FY	2015
•Revenues:	2Bn$
• 499m	MAU

• +12	Locations,	2000+	Employees,	>50%	Developers
• 10+	Security	team

• 2016:	Acquired	by	Activision|Blizzard for	5.9Bn$
•Currently	operating	as	an	independent	unit	of	A|B
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Cosa	e’	Agile
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What is Agile

Agile - Disclaimer

• Agile Manifesto
• Am I believer?

• Iterative approach
• Short feedback
• Fail Fast
• Ready to Pivot
• No Dependencies
• Empowerment
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• Individuals	and	interactions over	processes	and	tools
• Working	software over	comprehensive	documentation
• Customer	collaboration over	contract	negotiation
• Responding	to	change over	following	a	plan
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What is Agile
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What is Agile

Fail Fast: Not suitable for everybody
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Agile	&	Security
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Agile and Security

How Agile practices impact Security
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Domain Impact
Risk Management None
Capital Planning None
Resource Management Medium
Policy Management High
Data Management Low
Incident Management Medium
Disaster Recovery Medium
Threat Intelligence Low
Security Awareness Low

Domain Impact
App. Security Testing High
Vendor Management Medium
Asset Management Medium
Physical Security Medium
Data Management Medium
Identity and Access None
Change Control High
Vulnerability Mgmt. High
Systems Standards High



Agile and Security

Policies, Standards and Guidelines

PROBLEMS:

• Policy Based approach won’t work or won’t be sufficient
• Agile suggests external dependencies to be reduced to a minimum

MITIGATION:

• Security to become a customer advocate
• Work with Product Owners and Team Leads
• Implement patterns that makes sense
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Agile Security

Secure SDLC
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• Probably the, most impacted domain
• Embed Security in the Quality Program ( if there is any)
• Work with Lead Developers and Product Owners
• Find your champions
• Embed controls in the CI Loop



Agile Security

Secure SDLC
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Agile Security

Secure SDLC
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Libraries!!!



Agile Security

Empower your colleagues

• People are a big part of the equation, Security Awareness must be at the centre of our strategy
• Bring people to your side, explain why some controls are needed
• Many vulnerabilities are reported by people and not tools
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Never waste people’s time!



Agile	&	Friends
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Agile & Friends

•Keep	them	out	of	privileged	network

•Adopt	some	sort	of	MDM

•Strategy	must	be	data	driven	rather	than	device	driven
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Agile & Friends

Page 22

Services                       VS                       Platforms
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Identity	Management
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Agile PAM

What	we	wanted	to	build	and	How	did	we	built	it

• Success Criteria
• Automate as much as possible
• Open Architecture             Support for Open protocol (SAML, openID, RESTful API)
• Accommodate both Cloud and On-premises
• Allow for exceptions and partially manual workflows
• Contractors, Service Accounts, Privileged Accounts
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How	to	do	it	(the	Agile	way)

• Identify	your	MVP
• Iterate
• Keep	communication	flowing
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Agile PAM

Entitlement	management
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Job Position

BR Entitlement 1

BR Entitlement 2

BR Entitlement 3

Assigned

Workflow 1

Workflow 2

PRIVILEGED Entl

Entitlement 5

Request
Defines

Line Manager

Approves

Approves



Automation
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•Automation	is	key	to	optimize	the	output	of	your	workflows,	you	cannot	afford	
to	not	do	it

• SOC	Operations
• Incident	Mitigation
• Identity	Management
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• You need developers!
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•API	vs	Dashboards
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Agile and Security

SOC Platform
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Network IDS

End-Point 
Agents

Sandbox

SIEM

Threat 
Intelligence

Ticketing 
system

Email

IM

Logs

FPC



The	human	factor
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The Human Factor

1)	You	have	to	increase	awareness	to	make	sure	your	colleagues	are	not	
weaponized	by	the	enemy

2)	You	need	to	involve	them	to	maximize	their	buy-in	

3)	You	need	to	lead	by	example
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The Human Factor

1)	Establish	a	culture	of	mutual	trust	and	respect

2)	Communicate	and	look	for	feedback

3)	Try	to	enforce	your	vision	in	your	area	of	influence
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The Human Factor

• Phishing	is	one	of	the	cheapest	vector	for	attackers	to	attempt
•Users	must	be	trained	according	to	their	knowledge
•High	sensitive	users	must	be	given	special	attention
• Phishing	campaigns	should	be	part	of	your	Security	Awareness	Programme
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Reported

Did nothing

Clicked

Installed
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Phishing Exercise results driven 
targeted awareness



Useful Metrics

• Number of Security issues reported by colleagues
• Time to report a phishing attack
• End-point security events
• RT exercises result
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Compliance
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Compliance

• Compliance	!=	Security
• Compliance	usually	is	decontextualized	and	based	on	not	current/wrong	assumptions.

• It	can	be	helpful	to	drive	Security,	especially	to	drive	un-popular	controls
• If	it’s	finance	driven	it	can	be	usually	steered	in	an	harmless	way
• Standard	like	ISO	have	been	risk	based	for	a	long	time,	some	auditors	don’t	know	thou
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Risk	Management
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Agile Security

Risk Management

• Align to business opportunities and risk, monitor the context
• Identify major risks and worst case scenarios
• Map controls to risks and monitor per risk expenditure
• Define your technical vision: Prevent VS Be Prepared
• Balance technical controls with non-technical
• Change metrics and level of details depending on the audience
• Aim for relevant and meaningful metrics
• Analyse historic data
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SecurityTech 
LeadershipBoard

Brand 
Reputation

Access Control 
Maturity

Credentials 
Management

Accounts 
Reconciliation

Audit Metrics

Security 
Incidents

Audit Logs
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Thank you!


