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> ENAV Mission HuckIvBo

Garantire sempre la sicurezza e la
puntualitd ai milioni di passeggeri
che volano nei cieli italiani.
Contribuire alla crescita del
trasporto aereo nazionale ed
europeo con efficienza ed
iInnovazione.

SYenav
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> Security Mission in ENAV HuoxlyBo

“Proteggere il personale, le infrastrutture, i sistemi
tecnologici da atti di interferenza illecita e da
azioni od eventi, anche non deliberati, che
possano interferire sulla disponibilita, integrita e
riservatezza delle informazioni”

Garantire la Sicurezza

- delle persone
- delle infrastrutture fisiche
- delle informazioni, dei sistemi e delle reti
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> Timeline Hack N Bo

Spring . Editlon

ENAV > N
comincia ad o o e ENAV ENAV
app_rocciore s s . ~0f° assume assume
la sicurezza L personale personale
logica a Lo o per guidare per
seguito di un e Favvio del consoll_dar,e
evento SOC e gestlre I
distruttivo i-SOC
ENAV mette

ENAV avvia ENAV si in esercizio

le attivita certifica il SOC i_n
per la messa ISO 27001 outsourcing

in sicurezza ricostruisce
della rete il SOC

operativa

ENAV

2006 2009 2010 2011 2014/2015
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> Come eravamo HicxlBo

SOC operato da fornitore esterno

Molte attivitd non propriamente di Security

Vincolo di lock-in con vendor di prodotti

Costi di esercizio non in linea con gli obiettivi riduzione budget

Ripartire imparando dall’esperienza fatta
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> Governance Hack INBo

Spring . Edition

GOVERNANCE ANARCHY

< e

Assoluta convinzione della necessitd di un processo di
governance che si affianchi alle attivitd operative

Security Ciclo di
Management gestione del
System Rischio

Certificazione

ISO 27001




> Rafforzamento

()

Hack INBor

SprNg - Edlition

La costruzione di un modello efficace di Security
deve passare per la componente di processo oltre
che per quella tecnica

e governo centrale della Security

e ciclo di gestione del rischio, da cui deriva il
commitment del top management

e identificazione dei rischi e declinazione delle

The definitive guide to all project managers

Wi

What the fuck is security

azioni di trattamento ai risk owner ORLY s
KEEP
i Presidio della Security su tutti i nuovi progetti con requisiti

SECURITY
BY DESIGN
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> Cambiamento Hick B

Spring . Edition

ldentificazione dei cardini su cui costruire il nuovo modello

Persone Passione Conoscenza Open Source

Necessitd di un focus specifico ed esclusivo sulla Security
abbandonando attivitd “collaterali”

Applicazione del principio della Segregation of Duties
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> Presidio HicxlBo

Il Security Operation Center ¢ il presidio al SecMS, lo strumento
tecnologico di supporto al processo per garantire

= |a compliance alle procedure e |le regole e alle normative

internazionali
= il rispetto della mission della F.ne Security per parte di

competenza

Consapevolezza che |a
responsabilitd non pud essere delegata
e che la responsabilitd & su
cosa si fa prima e non dopo
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> Sfida B
Spring . Edition

“You take the red pill - you stay in
Wonderland, and | show you how deep
the rabbit hole goes. Remember: all I'm
offering is the truth. Nothing more.
Follow me”

In una societd a partecipazione pubblica con un approccio
prudente alla trasformazione ed all’evoluzione dovuto alla natura
critica del servizio erogato, affiancare una Security che € sinonimo
di innovazione, evoluzione ed identificazione di nuovi trend di

MINACCIia
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> Vincoli |-S& C  dixlvBo

SprNg - Edlition

i-SOC costruito sul modello strutturale di ENAV che ha
differenti “anime” al suo interno

Necessitd di collezionare eventi e log da molti sistemi
differenti e di ricondurre tali dati ad un modello comune
Su questo modello applicare allo stesso modo i controlli
previsti dal SecMS

Superamento del concetto
tradizionale di SIEM legato al
fornitore ed al prodotto

Forte integrazione tra tutti i sistemi
utilizzando meccanismi standard
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> Necessitd |-S& C  dixlvBo

SprNg - Edlition

Network Authentication

ldentificazione precisa e puntuale dei domini e punti di
monitoraggio con l'obiettivo di comprendere ed utilizzare il dato
esclusivamente ai fini della Security
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> Necessitd |-S& C  Auxivgy

La Funzione Security di ENAV e dunque [i-SOC inseriti nel
sistema di sicurezza cibernetica nazionale

[ Intelligence J

|

" certs \ ([ NV 'enav N [ polizia )

' B biontm ol : :
:fg Cae PA Funzione Security

ez —H1-S®C
- /

\_ J
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> Criticitd |-S& C  Hucxindo

SprNg - Edlition

e Coordinamento con altre funzioni/settori ENAV
e Import del dato in maniera non impattante
o syslog, agent, connessioni su protocolli specifici
e Eliminazione del rumore di fondo
e Capire esattamente cosa si sta
importando per associare il dato
ai domini di Security corretti

Essenziale il commitment derivato dal processo e dalle regole
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> |dentificazione |-S& C  dixlvBo

SprNg - Edlition

Selezione del software

Vil

scelta effettuata dopo aver testato la
versione free di Splunk Enterprise
valutazione di altre soluzioni commerciali
per confronto

splunk>

base open source, documentazione, community

estrema velocitd su piattaforme hw legacy
interoperabilitd facile con altri sistemi

strumenti semplici per soddisfare esigenze di creazione di
ricerche e dashboard custom



> |dentificazione

-S® C dickinBo

SprNg - Edlition

Programma di investimento che ha portato a realizzare
un’applicazione custom “on top” del motore Splunk Enterprise

e Costruita sulle necessitd ENAV

e Ricalca esattamente il modello
aziendale

e Continua evoluzione

e Costi di esercizio ridotti

Necessitd di essere sempre
aggiornati e “seqguire” i trend di
Minaccia

Necessario evolvere gli skill
interni
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> |dentificazione |-S@C Huxivo

Ove possibile Security delegata a sistemi

specializzati deployati nei punti chiave «

ST P seqguito di investimenti mirati e spesso derivati
da analisi del rischio

sonde (proprietarie/OS)
antivirus/antimalware

Proxy

L
L
L
e threat intelligence

Collezionamento del dato (raw o strutturato) per
identificazione di pattern anomali e facilitare al massimo
analisi e risposta da parte degli analisti i-SOC




Security Events Review

Timerange:

Last 24 hours e

CRITICAL

Q0

Security Events Overview

i _time
> 2017-04-04 04:55:06.000
¥ 2017-04-04 00:30:07.000
> 2017-04-04 00:30:06.000
¥  2017-04-0317.15:40.771
> 2017-04-03 15:40:06.000

Severity. Search Rule
All O v * All <2 bmit
HIGH MEDIUM
Incident

SIG INTRUSIOM - HIGH ALERT - 0S-OTHER Bash CGI environment variable injection attempt - from 69.50.209.208 - SIG-Sourcefire
AUTH - vPN DURATION ExcEEDEDIE: - ve NS cRouP

SIG INTRUSIOM - HIGH ALERT - 0S-OTHER Bash CGI environment variable injection attempt - from £9.50.209.208 - SIG-Sourcefire
WEB - TOR Exit Node connection detected - from I to 83.228.93.76

SIG INTRUSION - HIGH ALERT - MALWARE-OTHER TDS Sutra - page redirecting to a SutraTDS - from 88.214.242.107 - SIG-Sourcefire

LOW

Edit ~ More Info 4+ | &
INFO
Severity ticket Details
[EER 201 7040477000033 | [view ]
MEDIUM 2017040477000024 View
¢ 2017040477000015 View
2017040377000581 View
2017040377000553 View

Back | Lock | History | Print | Priorty | Free Fieids | Link | Owner

 Article Overview - 2 Article(s)

Responsible | Customer | Note

Ticket-2017040477000033 — SIG INTRUSION - HIGH ALERT - OS-OTHER Bash CGl environment variable injection attempt - from 69.50.209.208 - SIG-Sourcefire

Merge | Pending | Waich | Spam | Process Enrol | Queue

%
o
m

Piain Formai | Print | Spi | Bounce | Forward | | _peplyal- v

From: soc-monitoring@enav.it

To: soc@enav.it soc-otrs@enav it

ENAV Service Desk

w Article #2 — [SPLUNK] SIG INTRUSION - HIGH ALERT - OS-OTHER Bash CGI environment variable Injection attempt - from 69.50.209.208 - SIG-Sourcefire

NO. TYPE = | FROM SUBJEGT GREATED 2
2 customer — email-internal 0 ———@enav.i [SPLUNK] SIG INTRUSION - HIGH ALE .. 04/04/2017 04:55
1 agent - webrequest G —it Automatic ticket opening from SPLUNK 0410472017 04:55

Created: 04/04/2017 04:55

Reply- v

[SPLUNK] SIG INTRUSION - HIGH ALERT - OS-OTHER Bash CGI environment variable injection atiempt - from 69.50.208.208 - SIG-Sourcefire

Ticket-2017040477000033 SIG INTRUSION - HIGH ALERT - OS-OTHER Bash CGI environment variable injection attempt - from 69.50.209.208 - SIG-Sourcefire is opened on Security

 Ticket Information

ype: Security Event Monitoring

46m
d 04/04/2017 04:55

SPLUNK
e new

Locked: unlock

OTRS Service Account

-

RAW Search

Posture Value

69.50.209.208

i Time

> | 44n7
4:51:55.000 AM

Since date time

Event

rec_type=400 rec_type_simpl

ost = soc-splunksh-02 eStreamer

"IPS EVENT" ewvent_sec=1491274315 event_usec=454967
rivilege Gain" class=attempted-admin priority=high src_ip=69.50.209.208 dest_ip
b_app=0 client_app="Web browser" app_proto=HTTP fw_rule=
egress=00000000-0000-0000-0000-000000000000 connection_sec=1491274315 instance_|

Tags
v % Intrusion Detection

% Weh/Proxy

NAV File Policy" fw_pi

cetype = eStreamer







> ./configure

()]

|-S& C  HAuxinbo

SprNg - Edlition

Ambiente distribuito in alta affidabilitd

".'““ﬂ‘ |5@c i

S—

S—

- Altre apps ed add-ons
- Ricerche utente e schedulate
- Arricchimento in search time

SEARCH
HEAD

- Replicazione dati indicizzati
- Master Cluster per orchestrazione
- Esecuzione delle ricerche

INDEXER
CLUSTER

- Due Forwarder in HA per sistemi no agent

FORWARD .
- Agent su server/client
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> ./configure |-S& C  dixlvBo

Spring » Editlon

Distribuzione centralizzata

Forwarder Management
Repository Location: $5PLUMK_HOME/etc/deployment-apps

Apps (40) Server Classes (32) Clients (71)

Phone Home: All v

Deployment Server
0 Cliem;.s 1 60 .'I'fn:.ald_uutflluads

71

All Clients ~

10 Per Page v 2 3 4 8 & T B Next>
i HostName Client Name IP Address Actions Machine Type Deployed Apps | Phone Home
> B0 A3FB6C23-605F-4F82-85B8-FEOENT D43FC4 Delete Record  linux-x86_64 4 deployed a minute ago
v odi D2F42041-AFC8-4071-B248-00D441F3BF02 Delete Record linux-x86_64 4 deployed a minute ago
Apps Splunk_TA_nix_SIG, TA-custom-apache2filter, TA-custom-nix-packages_SIG , more apps
Server Classes ............ FORWARDER_ENAV.IT, SOC_APACHE_NIX, TA_NIX_SIG
v RIEOC? 9D5F5C47-DCB4-4450-848A-422E2556BE17 Delete Record  windows-x64 2 deployed a minute ago
ADPS covrricinrisiisniennee,. TA-CUStOM-SCOM, forw-conf-SIG
Server Classes .......... SCOM_SERVERS
> s 01 DD749097-5754-4DBE-B6D3-9EFD48FEDDO2 Delete Record linux-x86_64 4 deployed a few seconds ago
> s 732EADF4-6FBF-45EF-9B09-BOBCAT39D10D0 Delete Record linux-x86_64 6 deployed a minute ago
> R D26C7EES-DEBE-47ER-98FB-149014CCRB2D Delete Record windows-x64 2 deployed a few seconds ago
> R < CEF5B5A5-B651-4A61-BE48-281D00457A41 Delete Record windows-x64 2 deployed a few seconds ago
> BN 742B6436-B404-4CTE-BF62-976CDAG41057 Delete Record  windows-x64 2 deployed a few seconds ago
> | SR, OACF99C4-5B9B-4634-A501-781 FES6ETB2E Delete Record  windows-x64 2 deployed a minute ago
> AN FDAGAT3A-B950-4456-A987-03EB65DTE435 Delete Record  linux-686 4 deployed a few seconds ago




> ./configure

I-S& C  Hucxivgo

SprNg - Edlition

Indexer Clustering: Master Node

Master Cluster

Edit v More Info v

Documentation [2

All Data is Searchable Search Factor is Met Replication Factor is Met
2 searchable 0 not searchable 40 searchable 0 not searchable
Peers Indexes
Peers (2) Indexes (40) Search Heads (3)
10 per page v
i | PeerName Fully Searchable Status Buckets © *
> | sockEEE—_—-01 Yes Up 3735
> | socumms-0? Yes Up 3712
Peers (2) Indexes (40) Search Heads (3)
10 per page v Bucket Status
Index Name Fully Searchable Searchable Data Copies Replicated Data Copies Buckets = 7 Cumulative Raw Data Size + I n d i Ci
cisco_net_sig Yes 2 2 780 2048 GB
squid_sig Yes 2 2 396 5271 GB
fortinet Yes 2 2 484 43.00 GB
wineventlog_sig_operativo Yes 2 2 312 27.13 GB (1 5 n)
netscaler ‘es 2 2 129 15.95 GB
forefront_fw Yes 2 2 105 12.12 GB
_internal Yes : : 69 1001 68 B U Cket
Cisco_net_sio Yes : : 94 6.48 GB
apache2 Yes 2 2 65 39368
iis_sig Yes : N : N 55 374GB
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> ./configure |-S& C  dixlvBo

SprNg - Edlition

Layer di Forwarding

. Colleziona dati inviati da sistemi agentless
SPLUNK . (via forwarding intermedio) o dagli agent
installati sui client/server remotsi

SEARCH HEADS +
INDEXERS

ST Le applicazioni pushate

- emmj d . dal Deployment Server
R —  dopo rlinstallazione del
e client e la ricezione

syslog della phone home



()

> /configure |-S& C  dixhBe

SPHNG 2., EIth

Forwarders installati in reti differenti e separate
Visibilitd dell'infrastruttura i-SOC (centralitd)

Step 1
Installazione sul client/server remoto del pacchetto SPLUNK custom con
indirizzo del Deployment Server

(@< - 81:/0 pt/splunk/splunkforwa rder/etc/s ystem/local # cat deploymentclient.conf

-client]

broker:deploymentServer]

i  HostName Client Name IP Address Actions Machine Type Deployed Apps || Phone Home
> s 49F4EC41-FR99-4A79-B641-040229222548 172 S Delete Record linux-x86_64 5 deployed a few seconds ago
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> ./configure |-S© C  Huxinby

HNG 2o EAIH

Step 2

Push dal Deployment Server di un'app specifica che “dice” al forwarder
SPLUNK gli IP degli Indexer e di altre applicazioni specifiche per il contesto
(es. apache, autenticazione)

@scolN 1 : /opt/splunk/splunkforwarder/etc/apps # cat forw-conf/default/outputs.conf

default-autolb-group

ault-aute "tuur wup |

Name Actions After Installation Clients
Enable App, Restart Splunkd 32 deployed
Enable App, Restart Splunkd 2 deployed
Enable App, Restart Splunkd 37 deployed

Enable App, Restart Splunkd 2 deployed
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> /configure |-S& C Auvbo

Layer di Indicizzazione

Dato inviato dal forwarder con attributi

SPLUNK . .
SEARGH HEAD | |most0t|. index, sourcetype

Gli Indexer

1
1
1
1
1
1

_ - 1
1
1
1| | index =apachez
| ,
1 ~ 140,575 events (4/7/17 3:21:00.000 PM to 4/7/17 4:21:04.000 PM)
1

(1]] (1]] B e ——
1 host
1
1
1 Values, 100% of events
1
1

| | arricchiscono con
| s —— e info del forwarder
SPLUNK | — [ —

\mer;fung Fields £ m:m E::m [ (es . h OSt, SO U rce>

FORWARDERS
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> ./configure |-S& C  Aucxlngo

SprNg - Edlition

Indice: apache?

Dato memorizzato in bucket

e rawdata

e indici di metadati (tsidx) con
puntatori tra chiavi
indicizzate ed i rawdata

e info accessorie (sources,
sourcetypes,hosts)

HOT - COoLD FROZEN




> ./configure

I-S& C  Hucxingo

SprNg - Edlition

SPLUNK
INDEXERS

SPLUNK
FORWARDERS

Layer di Ricerca

Il Search Head “utilizza™ il cluster di
Indexer per effettuare ricerche sul
dato indicizzato

Flusso bidirezionale che il SH
arricchisce con informazioni
aggiuntive (search time) da
utilizzare nelle ricerche (es. file csv)

Selected Fields
aapp 1

a bytes 100+

# date_hour 4

# date_mday 1
# date_minute 16
a date_month 1
# date_second &0
a date_wday 1

# date_year 1

# date_zone 2

a dest 7

a eventtype 2

a host 11

a http_method 4
a http_user_agent 7
a index 1

# linecount 1

a punct 62

a source 16

a sourcetype 1

a splunk_server 2

# status 100+

a tag 1

a tag:eventtype 1
# timeendpos 20
# timestartpos 20
a uri_path 100+
# uri_port 1

a url 100+

a user 18

a vendor 1




A ()
> ./configure |-S& C  dixlvBo

SprNg - Edlition

Data Model

astrazione e normalizzazione del dato
accelerazione

v | Network Traffic
MNetwork Traffic Data Model

Bbjects Lo 1 Event Edit
Permissions ... Shared Globally. Owned by nobody. Edit

Creata su SH una struttura dati con
indicizzazione specifica di un sottoinsieme

Rebuild Update Edit

Shalas . oo 100.00% Completed
di campi del dato indicizzato Access Count ............. 71112. Last Access: 4/7/17 6:00:15.000 PM
Sizeon Disk ............... 14984 92MB
Summary Range ........ 604800 second(s)
Utile nel caso di dataset molto ampi (es. BUCKRLS .o 129
Updated ................. 4/7/17 6:12:06.000 PM

autenticazione, network)
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> make |-S& C  Auxivgy

A Circa 50GB di dati “puliti” indicizzati ogni giorno /p’

Necessitd di “indirizzare” il dato in indici dedicati in base a

e dominio logico di provenienza (es. rete gestionale, rete
operativa etc)
e tipo di dato (es. autenticazione, network, web etc)

Granularita / Performance

Stesso criterio dovrd poi essere costruito nellapplicazione
i-SOC per tutte le ricerche sui dati indicizzati



> make |-S& C “AE‘E")‘B”

Authentication Vulnerabilities

Physical Security

Network

OS/Services

Malware




cisco:asa

§ Network Infrastructure SIO
I WinEventLog:Security
i Active Directory SI0
squid
Server 510
Linux syslogiopenidap . MSAD:NT6:DNS

apache2 WinEventlog:Security

fortinet

—V Shor

syslog
apache2 '

WinEventLog:Security

="
S m
“‘ |NTRUSN § ‘

7

M 1-SOC APPLICATION

MALWARE

kaspersky

hpif

syslog

ipfixcnetscaler

syslog
squid_sig

packages_collector

postfix_syslog
scom_alerts

epo_sig_*

WinEventLog:Security

{ msapnTenNs

WinEventLog:Security

microsoft:forefront:tmg:proxy WinEventLog:Security

microsoft:forefront:tmg:fw MSAD:NT6:DNS

WinEventLog:Security

- msaD:NTE:DNS

Active Directory SOC
enavsoc.dev

)

Script:installedApps Client SOC
Windows, Linux

Assets,

nessus_*
openvas

nagios

< scriptinstalledApps
Z packages_collector

_S LMW Server SOC
| _sysiog Windows, Linux

squid
§ _postfix_sysiog
apache2

symantec:*

-

fortinet
e Network Infrastructure SOC



I_AD

SIG

SVILUPPO ##

unk-data/w.

aweddb

()]

-S® C HickInBo

Il 1

Deploy di applicazioni che collezionano lo stesso tipo di
dato che differiscono per gli indici

}. # diff -ur Splunk TA windows SIG OPERA

ndows SIG OPERATIVO/default/eventgen.conf Splunk TA windows SIG SVILUPPO/default/eventgen.conf
SIG_OPERATIVO/default/eve n.conf 2016-02-24 13:11:15.000000000 +0100
SIG SVILUPPO/default/eventger 2016-01-21 09:52:11.000000000 +0100

##HH Default replacement for all DhcpSrvlog logs
[sample.DhcpSrvLog]
n ws 51g operativo
sig sviluppo
ws\system3Z\dhcp\dhcpsrvlog.log

t Default replacements for all WindowsUpdatelLog logs
*\ .WindowsUpdateLog]
sig operativo
sig sviluppo
wsUpdatelog
WindowsUpdatelog

@ -34,7 +34,7 @@
token.®.replacement = %Y-%m-%d %H:%M:%!

Sara in carico allapplicazione i-SOC I'ottimizzazione,
puntando 'indice corretto




()]

> make |-S& C  Huxinbo

Spring =

Pulizia del dato eliminando il rumore di fondo con configurazioni specifiche

transforms.conf | grep set null status -A 3







> make integration

()

|-S&C Ao

Q OpenMVAS  /bin/bash

Nessus@)
A

API

DB

script

Security
Event

Dati INDEXER

-S®C

Saved Search

Script alerting

Dati LOCALI

@4 LDAP/DB connect

Identitd




()]

. . -
> make integration I-S@C At

Nellapplicazione i-SOC sono definite le Saved Search che
analizzano ad intervalli definiti il dato alla ricerca di Security Events

Nel caso in cui ci siano dei match si genera un Security Event ed
eventualmente ticket OTRS in base a delle regole definite
nell’applicazione

() b [ MATCH | mmmp 1S®C b cores

Security Event Ticket

T !




\ ()
> make integration |-S& C  Auxivgy
Saved Search: SOC TOR exit nodes

Search
| tstats prestats=true summariesonly=true max( time) as time,values(All Traffic.action) as action,count from
L ALL TrafTic.transport, All

datamodel=Network Traffic by
ALl Trattic.davc,ALL Tratric.src, ALl Trattic.src_port,All_TratTic.src_lntertace,All TraTTic.des
drup_dm_ubject_name{"All_Traffic“}‘| Search ||inputlookup

Traffic.dest port,All Traffic.dest interface |
Mfieldﬁ dest] dest port!=53 | sort - count | table src, dest,count

Time range Schedule and alert
Start time Finish time o .
™ Schedule this search
-15mi@m oW
Time specifiers: y, morn,d h,m, s
Er Learn more schedule type *
Cron j

Cron schedule

f,llE*'*'**

Enter a cron-style schedule.
For example "*/5 * * ¥ ¥ fayary 5 minutes) or 0 21 *** {every day at 9 PM).




> make integration

-S&C

()]

Hack INBor

SprNg - Edlition

Alert

Condition
if member of events

is greater than j 0

Alert mode

Cnce per result

Throttling
] After triggering the alert, don't trigger it again for
4 hour(s) j

dest

The fields Splunk uses ta identify results that shouwld only &

Per result throttling fields

Alert actions
Send email
|| Enable

[* Click to edit email action
Add to RSS

| Enable

The RSS link is available in Settings = Searches, reports, and aleris.

Run a script
™ Enable
File name of shell script to run

s0C_incident_manager. py

Splunk runs the seript from SSPLUNK_HOMESbin/scripts,




> make integration

-S® C dickinBo

SprNg - Edlition

o $SPLUNK _HOME/bin/scripts/soc_incident_manager.py

Saved Search sys.argv [ ] 0 1

Lo script esegue le seguenti azioni

lettura file di configurazione Alert
creazione Security Event

apertura eventuale ticket OTRS
creazione link drill-down per analisi
evento

D2JDL 1P IUIUIR | | N

42Joas N4 | o

42J03S POADS D|[9P SWON |

U2109S POADS D|[9P HOHNSH 10 TYN | o

dlraor | o
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0 def getAlertConfig(search_name);

Edit Lookup File

soc_alerts_config.csv

Right-click the rable cells for more editing options

1 search_name alert_format drill_search
2 50C Magios alerts 0S5 - NAGIOS EVENT - device Sdest - event $reason sourcetype=nagios dest="5dest" | table _time vendor_severity src eventname reason | sort _time desc
3 S0C Password Guessing AUTH - PASSWORD GUESSING - user Suser on device $src - total Sfailure failures <<guthentication_searchs=
4 SOC Snort Events LOW INTRUSION - LOW ALERT - Ssignature - from $src to $dest - Sdvc <<posture_searchs>
5 SOC Snort Events MEDIUM INTRUSION - MEDIUM ALERT - $signature - from $src to Sdest - Sdvc <<posture_searche>
B SOC Snort Events MEDIUM only src INTRUSION - MEDIUM ALERT - $signature - from $erc - $dve ==posture_searchss
7 SOC Snort Events HIGH INTRUSION - HIGH ALERT - $signature - from $src to Sdest - Sdvc <<posture_searche=
3
soc_alerts_config.csv

Right-click the table cells for more editing options

1 alert_ticket alert_priority
2 false MEDIUM

3 true MEDIUM

4 true LOw

5 true MEDIUM

B true MEDIUM

7

alert_email

soc{@enav.it,

soc{denav.it,

soc(@enav.it,

soc{denav.it,

@enav.it
{@enav.it

@enav.it

[@enav.it

[@enav.it

- granularita nella
definizione delle azioni di
drill-down

- ogni contesto logico di
sicurezza ha la sua ricerca
ottimizzata




\ (=)
> make integration |-S& C  dixlvBo

SprNg - Edlition

e def getTicketConfig(): % OTRS

Edit Lookup File

Import from CSV file: Sfoglia.. |
soc_ticket_config.csv
Right-click the table cells for mare editing options

Revisigl
1 id i webservice ticket_queue ticket_type  ticket_t

s0C 14

http:/www.otrs.orgé TicketConnector/

http//www.otrs.org/ TicketConnector/

s0cC 14

e def getResults(job_path, search_name, alertConfig, browser_url, startTime):

CRITICAL HIGH MEDIUM LOW INFO
Security Events Overview
i _time Incident Severity ticket Details
> | 2017-04-03 17:15:40.771 WER - TOR Exit Node connection detected - from [ESEESSEEE to 83.228.93.76 _ 2017040377000581 View

Generazione dei Security Events
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i Time Event
> | 4317 s1}'83.228.93. 76" [aler t_id}"9c270f4b-b686-47ad-besb-5ec1088e538f" "WEB - TOR Exit Node connection detected - from TR to 83.228.93.76" src="[NEE
5:15:40.771 PM v/en-Us/app/soc/network_search?form. action=&form.dvc=&form. src= R +5form. src_port=_port&form.src_interface=_interface&form.dest=83.228.93.76&form.
"SGC TOR exit nodes""https:f!n_vlotrsfindex.pl?Action=AgentTicke

local

transport=&form.dest _port=_port&form.dest_interface=_interface&earliest=1491231600.000000000&latest=now"
tZoomJTicketID=28442

=17 la ! ] =15 april =40 y = monday =2017

urce = soc_alert_handler.py e=soc_incidents = g server = NG

- localhost
r 7

- 83.228.93.76
eendpos =33

Security Event

- Indice dedicato soc_fired alerts
- Mapping tra evento SPLUNK
(alert_id) e ticket OTRS (TicketID)

| Ticket-2017040377000581 | — WEB - TOR Exit Node connection detected - from I to 83.228.93.76

Back | Lock | History | Print | Priority | Free Fields | Link | Owner | Responsible | Customer | Note | Phone Call Outbound | Phone Call Inbound = E-Mail Outbound | Merge | Pending = Watch | Spam | Queue

» Process Information

b Article Overview - 4 Article{s)

I w Article #1 — Automatic ticket opening from SPLUNK I

Mark | Print = Spit | Forward - Reply - .

soc-otrs@enav.it
50C

Automatic ticket opening from SPLUNK

Event time: 2017-04-03T17:15:40.771449
Alert: WEB - TOR Exit Node connection detected - from [ to 83.228.93.76
Splunk Alert ID: 9c270fdb-b686-47ad-be5h-5ec1088e538F

Views Alert details:
https://s

v/en-US/app/soc/network_search?form.actiof..]
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Network Search

Domain

Al oy

Transport Protocol

All Q|

Action
All

Destination Port

®

pDvc Source

ALL 0|

Destination Interface

Date time range Az ]
15
i
1
05
5:05 PM

_time action sre
20170403 17:08:07 allowed ] 1
i Time Event
> a3n7 apr 3 17:08:07 I date=2017-04-03 time=16:08:07 dewname

5:08:07.000 PM  srcname
e=1 policyil

Source Port Source Interface
* *
Time Span Aggregator
& min Q|- Device [x]
5:10 PM 5:15 PM
_time
src_port src_interface dest transport
0 DMZINTERNET_SOC 83.228.93.76 tcp

src_port=53698 dst=83.228.93.76 dstname=83.228.93.76 dst_country=N/A src_country=N/A dst_port=80 tran_ip=

C dst_int=INTERNET_TI SN=2124893819 app=N/A app_cat=N/A user=N/A group=N/A carrier_ep=N/A profilegroup=N/A subapp=N/A subappcat=N/A

Edit v

Destination

83.228.93.76

dest_port dest_interface

0 INTERMET_TI

deuce_].d— log_id=0021000002 subtype=allowed type=traffic pri=notice status=accept vd=INTERNET dir_disp=org tran_disp=snat src=—
6 tran_port=14666 tran_sip=0.0.0.0 tran_sport=0 service=80/tcp proto=6 app_type=N/A duration=125 ru
1 identidx=0 sent=4321 rcwd=159836 shaper_drop_sent=0 shaper_drop_rcvd=0 perip_drop=0 shaper_sent_name=N/A shaper_rcvd_name=N/A perip_name=N/A sent_pkt=73 rcvd_pkt=111 vpn=N/A vpn_type=N/A vpn_tunnel=N/A src_int=DMZINTERNET_SO

count

Drill-down punta la ricerca ottimizzata del contesto logico di sicurezza
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Applicazione deve restringere ricerche al dominio logico di
provenienza (rete gestionale, operativa etc) ed al tipo di dato
(autenticazione, network etc) per velocizzare al massimo i tempi
di risposta

s

o

T TITITITITIY

Questo significa selezionare Iindice corretto in fase di ricerca

soc_indexes_domains.csv
Right-click the table cells for more editing options
ot
2 cisco_net_sig SIG network
3 forefront_fw SIG network
4 fortinet S0C network
& fortinet_ts TECHNOSKY network
(] hp_fw TECHMOSKY-0OET network
T squid s0C web
1 squid_sig SIG web
9 squid_itx IT¥ web
0 forefront SIG web
1 apache2 50cC web_servers
snort S0OC ids
13 estreamer SIG ids
14 symantec s0C malware
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> make optimization

Costruzione del menu dei domini logici dal file di lookup

Network Search Edit v | Moreinfo v
Domain Action ovC Source Source Port
All ([ I All Q| v ALL oy # *
All
SIG Destination Transport Protocal Destination Port
00 * All Q| * Last 60 minutes w
TECHNOSKY
TECHNOSKY-OET Time Span SOmBEr
S0 5 min Q| Device Q|
\\
index_domain soc_domain soc_model
cisco_net_sig SIG network
forefront_fw 3IG netwark
fortinet 30C network
fortinet_ts TECHNOSKY network
hp_fw TECHNOSEY-0OET network
cisco_net_sio S10 network
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Al S . . . .
Dashboard e Viste costruite in XML
SIG
<input type="dropdown" token="domain"=
: -:Eiabel:-[mmaj_n-c:ﬂabel:-
TECHNOSKY ey
TECHNOSKY-OET [Equergn lnpuEEonEup SOC_1ndexes gomains.csv | WHERE SOC_model= network' | dedup S0C_domaln |T1elds soc_domaln=/query=]
5 - = = = =

= <latest=nows/latest>

=/search=

<fieldForLabel=soc_domain</fieldForLabel>
=fieldForValue=soc domain</fieldForValue=

<pretix=| |1nputlookup soc_indexes domalns.csv | search soc_domain="</preflx=

=suffix=" soc _model="network"| eval index=index domain | table index]</suffix=
<choice value="*"=All</choice>
=defaul t=*</default=

i,

input=

Esecuzione di una ricerca

| tstats “summariesonly’ max(_time

as action,count froW datamodel=Network_Traffic where *|[|inputlookup

|Soc_indexes_domains.csv | search

All_traffic.src_port="

All Traffic.dvc,All Traffic.src,All_Traffic.src_poert,All Traffic.src_interface All Traffic.dest,All Traffic.transport,All_Traffic.dest_pert,All Traffic.d
est_interface | “drop_dm_object_name("All_Traffic")"

| sort - _time, count]

|Jeval index=index_domain | table index]lAll_Traffic.action="*" All_traffic.src="
1c.dvc="*" ALl traffic.dest="*" All_traffic.transport="*" All_traffic.dest_port="*" by

** All_traffic.src_intertace=

| fields _time,action,dvc,src,src_port,src_interface,dest,transport,dest_port,dest_interface,count

index=fortinet
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SOC SourceFire Event HIGH

Searches, reports, and alerts » SOC SourceFire Ev

[ Security Event, ticket OTRS, email ]

| ¥ | 2017-04-14 09:40:07.000 SIG INTRUSION - HIGH ALERT - FILEFFLASH Adobe Flash Player mp4 size memory corruption attempt - from 104.45.17.225 - SIG-Sourcefire

Izum:]:??oumz]] l View H—
A

SOC monitoraggio 49 Rispondi || ¥ Rispondi atutti ~ || = Inoltra | @ Indesideratal | @ Elimina | Altro~
o [SPLUNK] SIG INTRUSION - HIGH ALERT - FILE-FLASH Adobe Flash Player mp4 size memory corruption attempt - from 104.45.17.225 - S51G-Sourcefire ITicketAZO170414?7000121] I

it 09:40
a socir]soc otrs <7

Ticket-2017041477000121 SIG INTRUSION - HIGH ALERT - FILE-FLASH Adobe Flash Player mp4 size memory corruption attempt - from 104.45.17.225 - SIG-Sourdefire is opened on
Security ENAV Service Desk

You can access the ticket at following addresses

e from SOC network

https:// N =/inde x.pl? Action=AgentTicketZoom;TicketID=28965
¢ from SIG network

https://d 1 s/index.pl? Action=AgentTicketZoom;TicketiID=28965

You can access SPLUNK event details only from SOC network at following address:

https://< I /< n-US/app/soc/posture_search?form.posture_value=104.45.17.225&form.posture_tags=tag%3D%22*ids%22&form.posture_tags=tag
%3D%2250c proxy%22&earliest=1492155000.000000000&latest=now
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Integrazione completa con OTRS per tracciomento attivitd con invio email

=
=

Intrusion

.

5
5

Back Lock | History | Print  Priority | Free Fields = Link | Owner
w Process Information
Closure Data

ClosingCode

Normal Activity
General Data

Type of Incident

Information security incident

Incident Category

w Article Overview - 3 Article(s)

TYPE
agent - note-internal
customer — email-internal

Responsible | Customer

Ticket-2017041477000121 — SIG INTRUSION - HIGH ALERT - FILE-FLASH Adobe Flash Player mp4 size memory corruption attempt - from 104.45.17.225 - SIG-Sourcefire

+ | Final Classification

1- Irrelevant / Irrilevante:

+ | Classi

1~ Irrelevant / Irrilevante

FROM
Marco Infortuna

Note | Phone Call Outbound = Phone Call Inbound = E-Mail Outbound | Merge | Pending | Waich | Spam | Queue

: &7encv

w Process Information

Security Event Monitoring
€h2tm
14/04/2017 09:40

OTRS Service Account
SPLUNK

closed successful
unlock
4 high
+  Domain + s0C
SIG
Mareo Infortuna

'OTRS Service Account
SPLUNK

sss. Securlty Event Monitoring
T =_ fo) Activily. Prooess End

SUBJECT GREATED 2

Normale attivita - Sito non malevolo 1410412017 09:47 v Customer Information

E@na\m SF‘LUNE SIG INTRUSION - HIGH ALE... 14/04/2017 09:40 none

agent — webrequest

ploou

—ny

Automatic ticket opening from SPLUNK 14/04/2017 09:40

Print | Spiit

w Article #1 — Automatic ticket opening from SPLUNK

Forward | - Reply - v

From eyt

ot Automatic ticket opening from SPLUNK

Event time: 2017-84-14T09:40:05.628949
Alert: SIG INTRUSION - HIGH ALERT - FILE-FLASH Adobe Flash Player mpd size memory
corruption attempt - from 104.45.17.225 - SIG-Sourcefire
Splunk Alert ID: 2500252e-b63a-42e4-8aB0-2e640116de03

Created: 14/04/2017 09:40 by OTRS Service Account SPLUNK

Views Alert details:
https://

v/en-US/app/soc/posture_search?form.postul

=l
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Drill-down specifica per evento che raggruppa differenti sorgenti (rete + IDS)

RAW Search Edit v | Morelnfo v 1 &

Posture Value Tags Sourcetype

104.4517.225 Date time range v % Intrusion Detection All D

% Web/Proxy

i Time Event

P-8140-BCK event_id=357782 msg="FILE-FLASH Adobe Flash Player mp4 size memory corruption attempt" sid=38227 gid=1 rev=4 class_desc="Attempted User Pr

9:35:51.000 AM  ivilege Gain" class=attempted-user priority=high src_ip=104.45.17.225 dest_ip src_port=80 dest_port=54689 ip_proto=6 impact_bits=3 impact=3 blocked=2 mpls_label=0 vlan_id=0 ids_policy="ENAV Security Policy" user=9999997 web_
app=0 client_app=Chrome app_proto=HTTP fw_rule="ENAV File Policy" fw_policy=Enav_Access_Control iface_ingress=sipl iface_egress=00000000-0000-0000-0000-000000000000 sec_zene_ingress=00000000-0000-0000-0000-000000000000 sec_zone_egress=00
000000-0000-0000-0000-000000000000 connection_sec=1492155298 instance_id=6 connection_id=10149 src_ip_country="united states” dest_ip_country=0 num_ioc=0

> | 4N417 rec_type=400 rec_type_simple="IPS EVENT" event_sec=1492155351 event_usec=269322 sensor

st = soc-splunksh-02 | source = eStreamer | sourcetype = eStreamer

P-8140-PRI event_id=354848 msg="FILE-FLASH Adobe Flash Player mp4 size memory corruption attempt” sid=38227 gid=1 rev=4 class_desc="Attempted User Pr

0:35:51.000 AM  ivilege Gain" class=attempted-user priority=high src_ip=104.45.17.225 dest_ip src_port=80 dest_port=54689 ip_proto=6 impact_bits=3 impact=3 blocked=2 mpls_label=0 vlan_id=0 ids_policy="ENAV Security Policy" user=9999997 web_
app=0 client_app=Chrome app_proto=HTTP fw_rule="ENAV File Policy" fw_policy=Enav_Access_Control iface_ingress=sipl iface_egress=00000000-0000-0000-0000-000000000000 sec_zone_ingress=00000000-0000-0000-0000-000000000000 sec_zone_egress=00
000000-0000-0000-0000-000000000000 connection_sec=1492155298 instance_id=6 connection_id=6877 src_ip_country="united states" dest_ip_country=0 num_ioc=0

> 4407 rec_type=400 rec_type_simple="IPS EVENT" event_sec=1492155351 event_usec=286670 sensor

st = soc-splunksh-02 eStreamer = sourcetype = eStreamer

> | 4nanT Apr 14 09:35 Apr 14 09:35:5
9:35:51.000 AM  rc_host src_port=60850 dst_host=www.skoda- auto it dst_ip=104.45.17.225 dst_port=80 bytes_out=934 bytes_in=925 http_response=200 http_method=GET http_conten a ) ( ¥
AppleWebKit/537.36_(KHTML, _like Gecko)_Chrome/57.0.2987.133_Safaris537.36 http_proxy status code=200 reason=- disposition=1026 policy=Super Administrator**RulePolicy I pefault ,Super_j Admmlstrator**RulePnhcy Default . Super_ Admmlstrator"*Ru

leFolJ.cy_Default Super_Administrator**RulePolicy TopMngt_Dirig role=8 duration= Olurl http://www. skoda-aute.it/_layouts/15/clientbin/mediaplaceholder. mp4|

0st = 172.31.1.176 udp:1530 © s0
1

vendor=Forcepoint product=Security product_version=8.2.0 action=permitted severity=1 category=21 user=LDAP://

= squid_sig

> | 414017 Apr 14 09:35 vendor=Forcepoint product=Security product_version=8.2.0 action=permitted severity=1 category=21 user=LDAP://
9:35:51.000 AM rc_host _p to.it dst_ip=104.45.17.225 dst_port=80 bytes_out=970 bytes_in=193582 http_response=200 http_method=GET http_con mage/jpeg http_user_agent=Mozilla/5.0_(Windows_NT_6.1;_WOW
64)_AppleWebKit/537.36_(KHTML,_like Gecko} ChromefS? 0.2987.133_Safari/537.36 http_proxy_status_code=200 reason=- disposition=1048 policy=Super Adlnmlsl:rator“RulePollcy_Defaull: Super_Administrator**RulePolicy Default,Super_Administrator

**RulePolicy Default,Super_Administrator**RulePolicy_TopMngt Dirig role=8 duration=0 url=http://wwv.skoda-auto.it/modelli/nuova-fabia/PublishingImages/2016/interni/fabia-design-slider-06.jpg

st=172.31.1.176 ource = udp:1830 | sourcetype = squid_sig

S0C SourceFire Event HIGH - by src SIG INTRUSION - HIGH ALERT - $signature - from $src - $dvc chposture_searchz-:- I

>

posture_searc form.posture_value=Sext_ip&form.posture_tags=tag%3D%22*ids%228&form.posture_tags=tag%3D%22s0c_proxy%22
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Pol

Overview EGELY
Context Explorer
LS e v
Event

Timestamp
Classification

Ingress Interface
Source IP
Source Port | ICMP Type

Source Country

Destination IP

Destination Port [ ICMP Code
HTTP Hostname

Connections v

s Devices Objects | AMP

Intrusions » Events Files » Hosis » Users v Vulnerabilities v Correlation v Custom v Search|
FILE-FLASH Adobe Flash Player mpd size memory comuption attempt (1:35227-4)
2017-04-14 09:35:51

Attempted User Privilege Gain

high

FP-8140-PRI

sip1

104.45.17.225

80 (http) / tcp

o

54689/ tep

Available

FTTP URI

I_layouts/15/centbin/mediaplaceholdermpd_|

Intrusion Policy
Access Control Policy
Access Control Rule
Rule

Actions »

Packet Information

FRAME 1 (Expand All)

» Frame 1: 991 bytes on wire (991

» Ethernet Il (Sic

» Intemnet Protocol Version 4 (Src: 104.45.17.225, D

» Transmission Control Protocol

» Hypertext Transfer Protocol

¥ Packet Text

vei]-i@..E...y.@.p..
d.z.P.. luNad. ..

.. .t*/.NHTTP/1.1 206 0K
Cache-Control: public, max-age=1800

Content-Length: ©
Content-Type: video/mpd

Content-Enceding: identity
Content-MD5: 1B2M2YBAsgTpgAmY7PhCfa:
Expires: Fri, 14 Apr 2017 08:85:51 GMT
Last-Modified: Wed, 12 Apr 2017 22:31:61 GMT
Server: Microsoft-IIS/B.
X-SA-Rawlirl: /newk2/ layouts/15/clientbin/mediaplaceholder.mp4
X-SA-CacheID: /newk2/ layouts/15/clientbin/mediaplaceholder.mpd
X-SA-ACC-Accelerator: SKODA Web Accelerator 2.0.12.22181 - West Europe
X-SA-ACC-SettingsDate: Thu, 13 Apr 2817 08:16:685 GMT

X-SA-ACC-5PRequestGuid:

X-SA-ACC-LastChecked: Wed, 12 Apr 2017 22

X-SA-ACC-Source: cache

X-SA-ACC-Cache-CachedUntil: Wed, 19 Apr 2017 22:
X-SA-ACC-TimeToGetContent: 12ms
X-SA-ACC-AccessStats: Thursday, 13 April 2017: 11; Friday. 14 April 2017: 1; LastAccessed: Fri, 14 Apr 2017 67:21:33 GMT

ENAV Security Policy
Enav_Access_Control
ENAVY File Policy

alert tcp SEXTERNAL_NET SHTTP_PORTS -> SHOME_NET any (msg:"FILE-FLASH Adobe Flash Player mp4 size memory cormuption attempt”; f
security-ips drap, service hitp: reference:cve,2016-1005: reference:ur helpx.adobs Japsh16-09.htmi; classtype:attemy]

captured (7928 bits)

9:40, Dst: 00:15:

D:02)

80 (80), Dst Port: 5

5

7667e79d-66bB-3082-2c2c-62cab7374eel
101 GMT

101 GMT

Analisi effettuata su

interfaccia della
sonda e allinterno dell’istanza SPLUNK
usando ad esempio app specifiche

Forensic Investigator

splunk>  App: F

MIR Visualization v MIR Analysis v URL/IP v Domain »  Files v En/Decoder v Host v Toolbox v Help v Splunk v

VirusTotal Lookup

Enter the hash or URL below. Ex: 57{2228fbe0e290b4bfs:
Hash or URL/

ttp: /7w skoda-auto.i/_layouts/15

VT Hits VT Misses

Messages

Total Engines

Verbose Message Scan Date Event Link

114140827

VT Hit Details

Scanner Detected Version
CLEAN MX false

Rising false

OpenPhish false

VX Vault false

208 Zeus false

Update

VT Percentage

Signature
clean site
clean site
clean site
clean site

clean site
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Code Name Solution

“EternalBlue” Addressed by MS17-010

“EmeraldThread" Addressed by MS10-061

“EternalChampion” | Addressed by CVE-2017-0146 & CVE-2017-0147
“ErraticGopher” Addressed prior to the release of Windows Vista
*E sikmoRu.I I Addressed by MS514-068

e
g 'y
v 2]

“EternalRomance”

Addressed by M517-010

“EducatedScholar’ | Addressed by MS09-050
“EternalSynergy” Addressed by MS17-010
“EclipsedWing" Addressed by MS08-067

Necessitd di conoscere
espongono su rete Internet e monitoraggio per variazioni
NOoN autorizzate

puntualmente quali

Mirai-botnet, a DDoS nigh’fmafél__,.
turning Internet of Things ¥

into Botnet of things
B

servizi

Si
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Da i-SOC recupero giornaliero dei dati di scansione
Nessus/OpenVAS
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Definizione di una policy di VA

D Nessus Professional /.. *

S[G B PUb"C lntemet Configure Audit Trail Launch = Expot = -
Scans > Hosts [  Vulnerabilities History
Host Vulnerabilities a Sean Details
Status: Completed
poris
194.260.7.148 S (rewsme
Folder: INTERNET
Istesuss - D T e i e ey
End: Today at 5:40 AM
e [ [ T & TEar
Targets: 194.243.7.0/24
194.243.7.54 24
- Vulnerabilities
194247155 D
P Medium
194.243.7.173 1 21 ® Low
‘ @ Info
194.243.7.110 [ E 17 ‘
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Esecuzione scriptata via Metasploit ed import dati

sig public internet.rc -o /root/scan execute sig public internet.output

sig public_internet.rc

27.0.0.1:8834

fusr/local/bin/msfpro -- -r /root/scan_import.rc -o /root/scan_import.output

root@soc-sysva-01:~# cat /root/scan import.rc

©@127.0.0.1:8834
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Import dei dati su i-SOC via REST API

-

ular input for Nessus 6.X

= Splunk Add-on for

AddOn+
Tenable

L don X neinvent

THE WHEEL
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Creazione di regole di alert per identificazione servizi non noti

SOC SIG New Public Portal Services

Searches, reports, and alerts » SOC SIG New Public Portal Services

Search

index:nessus_scan 194.243.7. ports{}.port!=0 | stats count by host-ip ports{}.
table host- J.p ports{}.port ports{}.transport | search NOT [

ports{}.port] | lookup soc_all assets.csv key as host-ip OUTPUT dns | eval
host_asset_soczlf(J.snuu(dns) “n.d.",dns) | lookup dnslookup clientip AS host-ip OUTPUT clienthost
eval dns_lookup:if(isnull(ctienthost},"n.d.".clienthost) | rename host-ip as host_ip |rename
ports{}.port as port |rename ports{}.transport as transport| stats count by host ip host asset soc
dns_lookup port transport

port ports{}.transport

1nputlookup soc 51g public services.csv || <

fields host-ip ports{}.port ports{}.transport | makemv delim=";" portsiJ.p y=tr mvexpand

I

soc_sig_public_services.csv
Description
Ricerca di nuovi servizi/IP esposti su rete pubblica SIG Right-click the table cells for more editing options
Punas 1 host-ip ports{}.port ports{}.transport host_asset_soc
owner © User i

i S 2 194.243.7.3 53 tcp dnsl.enav.it
Time range 3 194.243.7.3 53 udp dnsl.enav.it
Start time Finish time 4 194.243.7.11 80,443 tcp enavmail.enav.it
-2an@n now |

Security Events Overview

i _time Incident

> 2017-02-02 10:15:09.000 MNET - Mew SIG Public Services: 194.243.7.53 (tcp / 443) - DNS: abs.enav.it

Severity ticket

| 2017020277000102

Details

View




. '™ ()
> Continuous VA |-S@C Huxivo

Dati delle scansioni arricchiti con dettagli vulnerabilitd

Vulnerabilities Center e ey M
Oggi &
Scanned IPs IPs with vulnerabilities detected Average CSS score (10 max)

74 34 6

Hosts with Vulnerabilities

Please note that Vulnerabilities data are imported daily so today is the default timepicker value. If you don't find any vulnerability listed is
possible that: 1. we are very strong in patching 2. you have to wait the nesssus import job at 08:30 AM 3. nessus import job failed

dest Host critical high medium low
5 8 14 2
5 19 13 2
4 17 10 2

Signatures Details

signature_id signature severity cvss exploit_available count
95284 Ubuntu 12.04 LTS/ 14.04 LTS / 16.04 LTS : python2.7, python3.2, python3.4, python3.5 vulnerabilities (USN-  critical 100 false 11
3134-1) (httpoxy)
94730 Ubuntu 12.04 LTS : linux vulnerabilities (USN-3126-1) critical 10.0 false 3
78555 OpenSSL Unsupported critical 10.0 false 1
73403 OpenSSL 1.0.0 < 1.0.0m Multiple Vulnerabilities high 9.3 true 1

94954  Ubuntu 14.04 LTS : openjdk-7 vulnerabilities (USN-3130-1) high 9.3 true 1
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S
5 i s
Pierluigi Paganini

Le forze dell'ordine italiane hanno individuato una vera e propria centrale di

sorveglianza che negli anni aveva messo sotto controllo esponenti di spicco delle

istituzioni e dell'imprenditoria.

11 gennaio 2017

[IPs, URLs ]

C.NALPLC

soc_web_ioc_monitorig.csv

Right-click the table cells for more editing options

1
216
21
218
219
220

field

URL
URL
dominio
URL

dominio

dest

admin.adoma-jawel-manufact.com/cgi-bin2/kc21.exe
all400pples.org.in/molina/fre.php

antiquesonbroad.com
antiquesonbroad.com/wp-includes/customize/newchn/index.php

arihanttradersngp.com

date

2017.04.07
2017.04.07
2017.04.07
2017.04.07
2017.04.07

Revision:

Bloceo proxy SIG  persistent riferimento

Current version

CIMBL-303
CIMBL-303
CIMBL-303
CIMBL-303

CIMBL-303
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Verifica schedulata

SOC Web loC lookup

Ricerche, report e allarmi » SOC Web loC lookup

Ricerca

| tstats ‘summariesonly’ max(_time) as _time,values(Web.status) as status from datamodel=Web where index=squid* NOT
web.action="blocked" by Web.action Web.dest Web.url,Web.dst_ip,Web.user,Web.src | “drop_dm object name("Web")"

| where strptime(date,"%Y.%m.%d") >=relative time(now(),"-13d@d")
OR 1snotnull{persisten search field="IP rename dest AS dst_ip | fields dst_ip]l OR

[|inputlookup soc_web_ioc_monitorig.csv | where strptime(date,"%Y.%m.%d") >=relative_time(now(},"-13d@d") OR
isnotnull(persistent)| search field="dominio" | fields dest] OR

[|inputlookup soc_web_ioc_monitorig.csv | where strptime(date,"%Y.%m.%d") >=relative time(now(),"-13d@d") OR
isnotnull(persistent)| search field="dominio" | fields dest | eval dest="*.".dest] OR

[|inputlookup soc_web_ioc_monitorig.csv | where strptime(date,"%Y.%m.%d") >=relative time(now(),"-13d@d") OR
isnotnull(persistent) | search field="URL" | rename dest AS url | fields url]

| eval dest = mvindex(split(dest,"."},-2,-2} + "." + mvindex(split(dest,"."),-1,-1)
| stats count by user,src,dest,url,dst_ip,action
| eval user=case(user == "-", "n/d", user != "-", user)

| lookup soc_all_identities.csv key as user OUTPUT nick | eval nick=mvindex(if(isnullinick),"n/d",nick},0)
| fields - user

Descrizione

Esegui come
® Proprietario Utente

! Ulterion

‘ormazioni
Intervallo temporale

Ora di inizio Ora di fine

-20m@m now
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Verifica on-demand

Web loC Check User Access Modifica v | Alreinfo~ | | & | &

CSV SOC WEB loC MONITORING - Edit

Domain Azione Date (inserimento in CSV)

Tutto (<K permitted % I YYYY.MM.DD m

Access to loC Monitoring Web Sites

Finestra Temporale

Ultimi 60 minuti W

Threat Intelligence

Come e da dove ottenere loC usabili?
Come integrare in maniera automatica al SOC? .
® Svecchiamento con che criteri? MineMeld



Sipiing T Editieon

Splunk Anp: HIB ~ Admimstrator v Messaggi v I B HIB SPLUNK
HIB OTRS
HIB MESSUS

+ HIB
Gestisci app

Cerca altre app Sempre v Q
Grazie, ci vediamo al LAB domani!
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