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780628597807522820069917061551102386640577648806680470111072822273967956

110393767288589933283409374213612427861785671380081331179584576193489634

585847436578197992514696498596602442334198003432801276314193443532977515

075832719247321349111000931905865134398187644848851277991154261760129168

069853353516914391216791029884026621178110562770007284257848486530971559

005136727984273217902869868445521879279805807623037938896553832467158180
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227967020413111976621364875004251691313963945417526651532212021914046547

338879926111913181765408081512366880644127746318263524801783226689018767

076725430546968297606322972684420487129450271902620456710969947652744091

395553378483499047265064036523247383106255279504614706953311144705746027

672447185360460765808291787885319846234575757988012891677636699390761550

646939794456827398573403755999201546325192016518960113884902731646353513

736669807422650344309323417665904379586659037917393336025480792564181177

770753249516358236744382000535616892253628166918568311267226309891946405

79576420342107288233168293472347713457611

e = 65537 8
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…non bisogna fattorizzare due numeri. 

Basta scoprirne uno solo per rompere 

RSA!!!
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148033547200463416321320968136844060549114420843109103925193837031261097988515

234224008715298035732007184995238095835610941066429731939924675647466800134315
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234224008715298035732007184995238095835610941066429731939924675647466800134315

180845056522646631858728275696421844012931391412476180109862290983909291541656

934753081325434586899924650460665782578676594063746211529052264151007228679

ENTER SIDE CHANNEL…

IT (SON)
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RSA
encryption ->  c = 𝑚𝑒 𝑚𝑜𝑑 𝑛
Verifica ->  v = 𝑐𝑒 𝑚𝑜𝑑 𝑛

𝑴𝟔𝟓𝟓𝟑𝟕

16



RSA
decryption -> m = 𝑐𝑑 𝑚𝑜𝑑 𝑛
Firma -> s = 𝑚𝑑 𝑚𝑜𝑑 𝑛

𝑪

𝟏𝟎𝟏𝟎𝟎𝟑𝟔𝟖𝟐𝟗𝟖𝟒𝟐𝟎𝟎𝟐𝟗𝟐𝟒𝟕𝟑𝟐𝟏𝟑𝟒𝟗𝟏𝟏𝟏𝟎𝟎𝟎𝟗𝟑𝟏𝟗𝟎𝟓𝟖𝟔𝟓𝟏𝟑𝟒𝟑𝟗𝟖𝟏
𝟖𝟕𝟔𝟒𝟒𝟖𝟒𝟖𝟖𝟓𝟏𝟐𝟕𝟕𝟗𝟗𝟏𝟏𝟓𝟒𝟐𝟔𝟏𝟕𝟔𝟎𝟏𝟐𝟗𝟏𝟔𝟖𝟎𝟔𝟗𝟖𝟓𝟑𝟑𝟓𝟑𝟓𝟏𝟔𝟗𝟏𝟒𝟑
𝟗𝟏𝟐𝟏𝟔𝟕𝟗𝟏𝟎𝟐𝟗𝟖𝟖𝟒𝟎𝟐𝟔𝟔𝟐𝟏𝟏𝟕𝟖𝟏𝟏𝟎𝟓𝟔𝟐𝟕𝟕𝟎𝟎𝟎𝟕𝟐𝟖𝟒𝟐𝟓𝟕𝟖𝟒𝟖𝟒𝟖𝟔𝟓
𝟑𝟎𝟗𝟕𝟏𝟓𝟓𝟗𝟎𝟎𝟓𝟏𝟑𝟔𝟕𝟐𝟕𝟗𝟖𝟒𝟐𝟕𝟑𝟐𝟏𝟕𝟗𝟎𝟐𝟖𝟔𝟗𝟖𝟔𝟖𝟒𝟒𝟓𝟓𝟐𝟏𝟖𝟕𝟗𝟐𝟕𝟗𝟖
𝟎𝟓𝟖𝟎𝟕𝟔𝟐𝟑𝟎𝟑𝟕𝟗𝟑𝟖𝟖𝟗𝟑𝟐𝟑𝟎𝟐𝟐𝟏𝟕𝟓𝟑𝟗𝟏𝟎𝟏𝟕𝟏𝟖𝟏𝟏𝟐𝟕𝟑𝟑𝟓𝟕𝟑𝟏𝟒𝟏𝟕𝟖𝟎
𝟖𝟑𝟗𝟎𝟕𝟑𝟑𝟒𝟒𝟓𝟕𝟓𝟔𝟕𝟓𝟑𝟕𝟔𝟏𝟐𝟖𝟔𝟒𝟔𝟑𝟔𝟗𝟎𝟗𝟖𝟏𝟏𝟒𝟓𝟏𝟗𝟕𝟒𝟕𝟒𝟑𝟖𝟏𝟕𝟕𝟓𝟖𝟓
𝟓𝟓𝟓𝟖𝟏𝟏𝟒𝟏𝟑𝟖𝟗𝟕
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• Valori precalcolati:

qInv = (1/q) mod p

dP = d (mod p - 1)

dQ = d (mod q - 1)
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• Valori precalcolati:

qInv = (1/q) mod p

dP = d (mod p - 1)

dQ = d (mod q - 1)

• Calcolati dinamicamente:

s1 = m^dP mod p

s2 = m^dQ mod q 

h = (s1 - s2) * qInv mod p

m = s2 + q * h
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• Valori precalcolati:

qInv = (1/q) mod p

dP = d (mod p - 1)

dQ = d (mod q - 1)

• Calcolati dinamicamente:

s1 = m^dP mod p

s2 = m^dQ mod q 

h = (s1 - s2) * qInv mod p

m = s2 + q * h

Se durante il calcolo di s1 o s2 avviene un

errore lato server (i.e. hardware fault), una

firma digitale RSA “difettosa” viene

calcolata ed un fattore primo di RSA può

essere recuperate con la formula:

gcd(Ye – x, n)
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Lenstra Attack 1996

• Valori precalcolati:

qInv = (1/q) mod p

dP = d (mod p - 1)

dQ = d (mod q - 1)

• Calcolati dinamicamente:

s1 = m^dP mod p

s2 = m^dQ mod q 

h = (s1 - s2) * qInv mod p

m = s2 + q * h

Se durante il calcolo di s1 o s2 avviene un
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gcd(Ye – x, n)
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SSL/TLS
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TLS Client Hello 

(PFS ciphersuites only negotiation)

SSL/TLS
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TLS Server Hello

SSL/TLS
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TLS Server Certificate

n

SSL/TLS
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TLS Server Certificate

n

e

SSL/TLS
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TLS Server Key Exchange

SSL/TLS
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TLS Server Key Exchange

Client Random Struct (Client Hello Message) 

Server Random Struct (Server Hello Message)

Server Param Struct (Key Exchange Message)

SSL/TLS
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TLS Server Key Exchange

Client Random Struct (Client Hello Message) 

Server Random Struct (Server Hello Message)

Server Param Struct (Key Exchange Message)

SSL/TLS

Se la firma digitale calcolata

dal server è invalida, 

l’attaccante applica Lenstra

attack e genera chiave

privata del server (anche in 

passive mode!)
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TLS Server Key Exchange

Client Random Struct (Client Hello Message) 

Server Random Struct (Server Hello Message)

Server Param Struct (Key Exchange Message)

SSL/TLS

Se la firma digitale calcolata

dal server è invalida, 

l’attaccante applica Lenstra

attack e genera chiave

privata del server (anche in 

passive mode!)

gcd(Ye – x, n)

Lenstra Attack 1996
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HTTPS://WWW.BLACKHAT.COM/DOCS/US-16/MATERIALS/US-16-ORTISI-RECOVER-A-RSA-PRIVATE-KEY-FROM-A-
TLS-SESSION-WITH-PERFECT-FORWARD-SECRECY.PDF

HTTP://WWW.SEGFAULT.IT/TOOLS/BLACKHAT2016US-WP.PDF

HTTP://WWW.SEGFAULT.IT/TOOLS/TOOLS-LATEST.ZIP

23

https://www.blackhat.com/docs/us-16/materials/us-16-Ortisi-Recover-A-RSA-Private-Key-From-A-TLS-Session-With-Perfect-Forward-Secrecy.pdf
http://www.segfault.it/tools/Blackhat2016US-wp.pdf
http://www.segfault.it/tools/tools-latest.zip
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