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(t=)
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FATTORIZZAZIONE CHIAVE RSA
I.:k (;:;\

S ~—
CRICCO l i IT (SON)

n=55e=3d=27

p=5 g=11
inverse_mod(e, (p-1) * (q-1))
3* 1 mod 40 = 1 (NO) 3 4 *10
3% 2 mod 40 = 1 (NO)
3 * 3 mod 40 = 1 (NO) 3 40
3*4mod40 =1 (INO)
3*5mod 40 =1 (NO) ¥ modulo inverso di 3 su base 40

(t=)

i @



FATTORIZZAZIONE CHIAVE RSA
I.:k (;:;\

S ~—
CRICCO l i IT (SON)

n=55e=3d=27

p=5 g=11
inverse_mod(e, (p-1) * (q-1))
3* 1 mod 40 = 1 (NO) 3 4 *10
3% 2 mod 40 = 1 (NO)
3 * 3 mod 40 = 1 (NO) 3 40
3*4mod40 =1 (INO)
3*5mod 40 =1 (NO) ¥ modulo inverso di 3 su base 40
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FATTORIZZAZIONE CHIAVE RSA
I.:k (;:;\

S ~—
CRICCO l i IT (SON)

n=55e=3d=27

p=5 g=11
inverse_mod(e, (p-1) * (q-1))
3* 1 mod 40 = 1 (NO) 3 4 *10
3% 2 mod 40 = 1 (NO)
3 * 3 mod 40 = 1 (NO) 3 40
3*4mod40 =1 (INO)
3*5mod 40 =1 (NO) ¥ modulo inverso di 3 su base 40

[...]
3 * 27 mod 40 = 1 (SI!) )
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FATTORIZZAZIONE CHIAVE RSA
0 <>

CRICCO l i IT (SON)

n=5e=3d=
p=5qg=11
inverse_mod(e, (p-1) * (q-1))
3* 1 mod 40 = 1 (NO) 3 4 *10
3 * 2 mod 40 = 1 (NO)
3 * 3 mod 40 = 1 (NO) 3 40
3 * 4 mod 40 = 1 (NO)
3*5mod 40 =1 (NO) ¥ modulo inverso di 3 su base 40

[...
3 *[27|mod 40 = 1 (SI!) ®
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FATTORIZZAZIONE CHIAVE RSA
’o} 4 G (R

CRICCO l i IT (SON)

n=55e=3d=21
p=5 g=11

inverse_mod(e,(p-1) * (g-1))
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FATTORIZZAZIONE CHIAVE RSA
’o} 4 G (R

CRICCO l i IT (SON)

n=55e=3d=21
p=5 g=11

inverse_mod(e, (p-1) * (g-1))
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FATTORIZZAZIONE CHIAVE RSA
’o} 4 G (R

CRICCO l i IT (SON)

n=55e=3d=21
p=5 g=11

inverse_mod(€] (P- 1) * (q]- 1))
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FATTORIZZAZIONE CHIAVE RSA
’o}k 4 G (R

CRICCO l i IT (SON)

n=55e=3d=27

inverse _mod(e] @Kl) *}Q- 1))

sicurezza RSA ruota attornoapeq

(t=)
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FATTORIZZAZIONE CHIAVE RSA
’o}k 4 G (R

CRICCO l i IT (SON)

n=55e=3d=27

inverse _mod(e] @Kl) *}Q- 1))

sicurezza RSA ruota attornoapeq

(t=)

i @



FATTORIZZAZIONE CHIAVE RSA
’o} 4 G (R

CRICCO l i IT (SON)

n=55e=3d =21
inverse _mod(e] @Kl) *}Q- 1))

p=5 g=11
sicurezza RSA ruota attornoapeq

...la verita € che & anche peggio di cosi!

(t=)
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FATTORIZZAZIONE CHIAVE RSA
’o} 4 G (R

CRICCO l i IT (SON)

inverse_mod(e, (p-1) * (g-1))
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FATTORIZZAZIONE CHIAVE RSA
’o}k 4 G (R

CRICCO l i IT (SON)

inverse_mod(e, (p-1) * (g-1))
n =299
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FATTORIZZAZIONE CHIAVE RSA
’o}k 4 G (R

CRICCO l i IT (SON)

inverse_mod(e, (p-1) *(q-1))
n=95%5 ...p=9
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FATTORIZZAZIONE CHIAVE RSA
’o} 4 G (R

CRICCO l i IT (SON)

inverse_mod(e, (p-1) * (g-1))

n=99 ...p=9
g=n/p
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FATTORIZZAZIONE CHIAVE RSA
’o} 4 G (R

CRICCO l i IT (SON)

inverse_mod(e, (p-1) * (g-1))

n=99 ...p=9

g=n/p
g=11
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FATTORIZZAZIONE CHIAVE RSA
’o} 4 G (R

CRICCO l i IT (SON)

inverse_mod(e, (p-1) * (g-1))

n=55 ...g=11
p=n/q
p=9
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FATTORIZZAZIONE CHIAVE RSA
I.:k (;:;\

S ~—
CRICCO l i IT (SON)

inverse_mod(e, (p-1) * (g-1))
n=55 ...q=11

P — 1l / q ...non bisogna fattorizzare due numeri.
—_— 5 Basta scoprirne uno solo per rompere
P = RSA!!!

(t=)
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jioo‘ (g.‘;'ﬁ

\"“--—.:’._—-"'/ S

CRICCO l ‘n. IT (SON)

p:
1539968640381254945832235930739012986038972099588258698710371117285227227944229
668621886619945855273961329102186928640178169089068547690292578772788190086612
249907766376653627509996828264921566060981617997594617496473858654686713030409
975213039938728940379410600689283109347170026298419313756691893788461140509

q:

148033547200463416321320968136844060549114420843109103925193837031261097988515
234224008715298035732007184995238095835610941066429731939924675647466800134315
180845056522646631858728275696421844012931391412476180109862290983909291541656

934753081325434586899924650460665782578676594063746211529052264151007228679
(=)
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ENTER SIDE CHANNEL. ..
Aok aoon

\"“--—.:’._—-"'/ S

CRICCO l ‘n. IT (SON)

p:
1539968640381254945832235930739012986038972099588258698710371117285227227944229
668621886619945855273961329102186928640178169089068547690292578772788190086612
249907766376653627509996828264921566060981617997594617496473858654686713030409
975213039938728940379410600689283109347170026298419313756691893788461140509

q:

148033547200463416321320968136844060549114420843109103925193837031261097988515
234224008715298035732007184995238095835610941066429731939924675647466800134315
180845056522646631858728275696421844012931391412476180109862290983909291541656

934753081325434586899924650460665782578676594063746211529052264151007228679
(=)
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RS &
ENCRYPTION-> C =m® mod n
VERIFICA -> V =c®modn

ﬂ465537

(=)
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RSA
i @ ok DECRYPTION-> M = c% mod n

i FIRMA -> S = m% mod n

101003682984200292473213491110009319058651343981

876448488512779911542617601291680698533535169143

912167910298840266211781105627700072842578484865

309715590051367279842732179028698684455218792798

058076230379388932302217539101718112733573141780

839073344575675376128646369098114519747438177585
(555811413897

(=)
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RSA-CRT: OTTIMIZZRZIONE
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RSA-CRT: OTTIMIZZRZIONE

- Valori precalcolati:
>qInv = (1/q) mod p
>»dP=d (modp-1)
>dQ =d (mod g-1)

(=)
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RSA-CRT: OTTIMIZZRZIONE

- Valori precalcolati:
>qInv = (1/q) mod p
>»dP=d (modp-1)
>dQ =d (mod g-1)

- Calcolati dinamicamente:
»sl = m"dP mod p
»s2 = m"dQ mod g
»h = (sl -s2) * glnvmod p
rm=s2+q*h

(=)
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RSA-C]

- Valori precalcolati:
>qInv = (1/q) mod p
>»dP=d (modp-1)
>dQ =d (mod g-1)

- Calcolati dinamicamente:
»sl = m"dP mod p
»s2 = m"dQ mod g
»h = (sl -s2) * glnvmod p
rm=s2+q*h

'T: OTTIMIZZAZIONE

Se durante il calcolo di sl o s2 avviene un
errore lato server (i.e. hardware fault), una
firma digitale RSA “difettosa” viene
calcolata ed un fattore primo di RSA puo
essere recuperate con la formula:

gcd (Y® - x, n)

(=)
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RSA-CRT: OTTIMIZZRZIONE

- Valori precalcolati: Se durante il calcolo di sl o s2 avviene un
»qInv = (1/q) mod p errore lato server (i.e. hardware fault), una
>dP =d (mod p - 1) firma digitale RSA “difettosa” viene
>dQ =d (mod g - 1) calcolata ed un fattore primo di RSA puo

essere recuperate con la formula:

- Calcolati dinamicamente: o
>s1 = mAdP mod p gcd (Y® - x, n)

»s2 = mrdQ mod g
»h = (sl -s2) * glnvmod p

rm=sZ+qrh Lenstra Attack 1996

(=)
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SSL/TLS

00,3

(=)

HackINBor
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SL/TLS
4:;'; A

4 TLS Client Hello Y ¢
i (PFS ciphersuites only negotiation) l

4 Handshake Protocol: |[Client Hello|
Handshake Type: Client Hello (1)

Length: 198
Version: TLS 1.2 (©x0303)
4 Random

GMT Unix Time: May 30, 1981 07:53:42.000000000 ora legale Europa occidentale

IRandom Bytes: 6179c141c844786767bd4867051955676853c5ea74dcc122. ..

Session ID Length: ©
Cipher Suites Length: 30

> Cipher Suites (15 suites)
Compression Methods Length: 1

(=)

HackINBor

Winter ... Edition
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SL/TLS
4:;'; A

N S

i TLS Server Hello l

4 Handshake Protocol: [Server Hello|
Handshake Type: Server Hello (2)

Length: 70
Version: TLS 1.0 (©x0301)
4 Random

GMT Unix Time: Feb 10, 2016 19:16:19.000000000 ora solare Europa occidentale
|Random Bytes: ©ddbab1877d6d8d51474dfa833b2c2ed3b05516194e65b18. . .

Session ID Length: 32

Session ID: df27d@9%ed3c26a6b61d93ae@ad7bd6444abc9al548b61fco. ..

Cipher Suite: TLS_DHE_RSA WITH_AES_256_CBC_SHA (©x8039)

Compression Method: null (@)

(=)
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dooP

SSL/TLS

TLS Server Certificate

Soggetto

alnfo chiave pubblica soggetto

~Algoritmo chiave pubblica soggetto

Chiave pubblica del soggetto

aEstensioni

Chiave identificazione autorita di certificazione

1D chiave soggetto certificato

Uso chiave certificato

\ilalore campo

c9
01
3c
62
38
fc
£l

be 01
b0 28
67 21
a3 b7
fb a5
ee 85
0e 08

73
d2
41
22
bb

£o
Io

b0

e
37
36
cé
4d
01
df

Module (2048 bit):

6l
ed
Ta
49
al
7b

ef

94

b=
=}

0d
47

=3
o

e
o

b7

ca

c7
51
ef
la
00

fd
90
cC
Ta
7b
09
76

74
00
cé
04
a2
71

e2

1b

£5
eb
74
6a
92

c0
ad
9c
58
ge
1c

£
I

Ta
5b
03

=3
=]

55
fa

03

56
ce
0l
54
02
0f
aa

-}
o

Ta

92
62
aa

48

11
Ja
9e
b7
a9

£,
I

de

Esporta
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dooP

SSL/TLS

TLS Server Certificate

Soggetto

alnfo chiave pubblica soggetto

Chiave pubblica del soggetto

aEstensioni

ID chiave soggetto certificato

Uso chiave certificato

~Algoritmo chiave pubblica soggetto

Chiave identificazione autorita di certificazione

¥alore campo

Module (2048 bit):
c9 be 01 73 e8 61 94 ca £fd 74 1b c0 7a 56 78 11 n
01 b0 28 82 93 58 6k Oc de 15 ce ko c8 7k 03 af £9
3c 67 2d 40 2c 24 07 cd al 4k B9 0a 84 1 £4 bBO Se
82 a3 85 18 71 23 77 &aa 85 £7 66 27 59 4k £4 9k 54
38 b 05 46 cl 4c £7 93 9 S5c 39 6z bS5 34 B0 1 Te
fc ee
f1 06 Esponente (24 bit):
e 65537 e

Esp¢

Esporta

9b
56
33

=1
=}

5]

: (=)

Hack INBo (1)
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SSL/TLS

00,3

TLS Server Key Exchange

4 Handshake Protocol: |[Server Key Exchangel
Handshake Type: Server Key Exchange (12)
Length: 521

4 Diffie-Hellman Server Params

ST

2

p Length: 128

p: d67ded440cbbbdc1936d693d34atd0ad50c84d239a451520b. ..

g Length: 1

g: 02

Pubkey Length: 128

Pubkey: 230274659a7683fa4dd86cba367ea687675309f0b60d8477. ..

Signature Length: 256

Egigpature: 9dbac58a905549817bf1254074acl4c74ec46f3e0506164c. . .

(=)
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SL/TLS
4:;'; A

N S

i TLS Server Key Exchange l

Client Random Struct (Client Hello Message)
4 Handshake Protocol: Server Key Exchange Server Random Struct (Server Hello Message)
ke P server Koy Bxchanes (12) - geyver Param Struct (Key Exchange Message)
4 Diffie-Hellman Server Params

p Length: 128

p: d67ded40cbbbdc1936d693d34afd0ad50c84d239a451520b. ..

g Length: 1

g: 02

Pubkey Length: 128

Pubkey: 230274659a7683fa4dd86cba367eab87675309f0b60d8477. ..

Signature Length: 256

:Signature: 9dbac58a9055498f7bf1254074ac14c74ec46f3e0506164c. . .

(=)
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SSL/TLS
coon 00,3

N =t

l TLS Server Key Exchange l
Se la firma digitale calcolata Client Random Struct (Client Hello Message)
dal server & inva]_ida, 4 Handshake Protocol: Server Key Exchange Server Random Struct (Server Hello Message)

. Handshake Type: Server Key Exchange (12)
’'attaccante applica Lenstra Length: 521 Server Param Struct (Key Exchange Message)
attack e g.enera Chiave 4 Diffie-Hellman Server Params
p Length: 128
privata del server (anche in p: d67ded4@cbbbdc1936d693d34afdead50c84d239a45F520b. . .
. g Length: 1

passive mode!) g: 02

Pubkey Length: 128
Pubkey: 230274659a7683fa4dd86cba367eab687675309f0b60d8477. ..
Signature Length: 256

Signature: 9dbac58a9055498f7bf1254074ac14c74ec46f3e0506164c. ..
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SSL/TLS
coon 00,3

N =

l TLS Server Key Exchange l
Se la firma digitale calcolata Client Random Struct (Client Hello Message)
dal server & inva]_ida, 4 Handshake Protocol: Server Key Exchange Server Random Struct (Server Hello Message)

. Handshake Type: Server Key Exchange (12)
’'attaccante applica Lenstra Length: 521 Server Param Struct (Key Exchange Message)
attack e g.enera Chiave 4 Diffie-Hellman Server Params
p Length: 128
privata del server (anche in p: d67ded4@cbbbdc1936d693d34afdead50c84d239a45F520b. . .
. g Length: 1

passive mode!) g: 02

Pubkey Length: 128
Pubkey: 230274659a7683fad4dd86cba367eab687675309f0b60d8477. . .

Lenstra Attack 1996 Signature Length: 256
gcd (Y® - x, n)

Signature: 9dbac58a9055498f7bf1254074ac14c74ec46f3e0506164c. ..
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SLIDE: HTTPS://WWW.BLACKHAT.COM/DOCS /US-16/MATERIALS / US- 16-ORTISI-RECOVER-A-RSA-PRIVATE-KEY-FROM-A-

TLS-SESSION-WITH-PERFECT-FORWARD-SECRECY.PDE
WHITEPAPER: HTTP://WWW.SEGFAULT.IT/TO0LS /BLACKHAT2016US-WPPDF
TOOL SOURCE CODE: HTTP://WWW.SECFAULLIT/TO0LS /TOOLS-LATEST.ZIP



https://www.blackhat.com/docs/us-16/materials/us-16-Ortisi-Recover-A-RSA-Private-Key-From-A-TLS-Session-With-Perfect-Forward-Secrecy.pdf
http://www.segfault.it/tools/Blackhat2016US-wp.pdf
http://www.segfault.it/tools/tools-latest.zip

CONOSCERE LA CRITTOGRAFIA ROMPENDOLA
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